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Abstract

The resurgence of great power competition has intensified Chinese and Russian espionage activities in
Europe, posing significant threats to security and stability. China seeks technological dominance through
legal and covert means, while Russia, driven by its confrontation with the West and the war in Ukraine,
engages in aggressive intelligence operations to bypass sanctions and destabilize societies. Both actors
employ a blend of traditional human intelligence (HUMINT), sophisticated cyber operations, economic
coercion,and influence campaigns targeting critical infrastructure and democraticinstitutions. This report
analyses their goals, methods, and recent cases of political, military, technological, and cyber espionage,
compares their strategies, and explores implications for European security, offering recommendations to
strengthen resilience against these growing threats.
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1. Introduction

Along with the resurgence of great power competition, both China and Russia have intensified their
intelligence activities in Europe, driven by strategic ambitions and geopolitical tensions. China’s rapid
technological rise and its aspiration to dominate strategicand emerging industries have led to widespread
efforts to acquire advanced know-how through legal and covert means (Sapo 2025). Meanwhile,
Russia’s confrontation with the West, exacerbated by its war in Ukraine, has pushed it toward aggressive
intelligence operations aimed at circumventing sanctions, gathering military and political intelligence,
and destabilising European societies (Mdkinen & Liuhto 2025; Supo 2025). These developments
underscore the growing complexity of espionage threats, which combine traditional human intelligence
(HUMINT) with cyber operations, economic and political coercion, and influence campaigns targeting
democratic institutions and critical infrastructure.

Europe faces growing threats from Chinese and Russian espionage, which pose significant risks to its
security and stability. These threats target critical infrastructure, political institutions, and technological
sovereignty, aiming to undermine democratic governance, disrupt essential services, and erode Europe’s
strategic autonomy. Covert HUMINT and influence campaigns, combined with increasingly sophisticated
cyberoperations, challenge European nations to safeguard their national interests and maintain resilience
against foreign interference.

This report examines Chinese and Russian espionage in Europe, focusing on HUMINT and cyber
operations. It analyses the goals and methods of Chinese and Russian espionage, and explores recent
cases of their political, military and technological espionage and cyber operations targeting Europe. As
a conclusion, it presents a comparison of Chinese and Russian espionage strategies, and discusses the
implications of Chinese and Russian espionage for European security and ways to strengthen resilience
against these growing threats.

2. The goals and methods of Chinese and Russian espionage

2.1 China: Technology-driven, long-term strategy

China’s intelligence targets are influenced by intensifying great power competition between the USA
and China, increasing Western criticism towards and export restrictions imposed on China, and China’s
own internal dynamics (Supo 2025). China seeks to acquire know-how and technology that will benefit
its long-term strategic goal to become the world's leading economy and technological superpower, and
further, to reshape the world order (Sapo 2024; Sapo 2025). However, the USA has restricted the export
of semiconductor technology to China in order to limit China’s access to these critical components.
Semiconductors form the foundation of nearly all modern electronic devices and are of crucialimportance
for both civil and military technologies. Hence, the restrictions have had a significant impact on China’s
technological development (Shivakumar et al. 2024) and its goal to establish global high-tech dominance.

Chinese espionage targets a wide range of sectors, focusing on industries supporting its economic and
technological development, such as microelectronics, artificial intelligence (Al), quantum technology,
and military and dual use technologies. China seeks to modernise its industries by acquiring know-how
and technology from abroad (Sdpo 2024) and uses espionage as a key method to gain competitive
advantage (Microsoft 2025a). It also aims to achieve self-sufficiency in terms of critical technology,
such as semiconductors and Al, and rather make other countries, particularly the USA, dependent on
China (Allen 2023). In addition, key areas of interest for Chinese intelligence include foreign and security
policy decision-making, groups viewed as threat by the Chinese government, and critical infrastructure.
Furthermore, as a part of its aspiration to succeed in great power competition, China seeks to acquire
Arctic know-how and technology to strengthen its presence in the region. (Supo 2025)

China’s methods in acquiring technology and know-how range from overt and legal methods, such as
research and business collaborations, to covertandillegal methods, such as HUMINT and cyber espionage
(Dragonfly Intelligence 2023; Sapo 2024). As regards overt methods, Chinese are well established in
international business networks and skilled at utilising business contacts for various purposes.
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Various legal channels, such as investments and acquisitions, are used to gain access to intellectual
property (IP) and technologies abroad (Dragonfly Intelligence 2023). China’s access to data through
and control of Chinese communication technologies, software and Internet-connected devices also
provide it potential tools for espionage, influencing and even cyberattacks and physical sabotage. The
dependence on Chinese technology has raised significant concerns in both Europe and the USA, leading
them to consider and impose restrictions on Chinese information and communication technology (ICT)
and software, such as the social media platform TikTok and telecommunication infrastructure providers
Huawei and ZTE. (Harrell 2025)

China is active in academia and has gained a firm foothold in universities worldwide, allowing it to
gather information through university partnerships, academic exchanges and research collaborations.
China also seeks to boost its scientific and technological capabilities with talent plans — recruitment
programmes to attract top scientific and technological expertise from abroad to China by offering them
significant financial and professional incentives. Talent recruitment programmes have raised concerns
for instance among the US government about trade secret and IP theft. (FBI 2025) Technologies and
knowhow applicable for military purposes also interest China, and because several Chinese universities
are linked to the country’s armed forces, academic cooperation is used to acquire the related expertise
as well (Supo 2025).

When it comes to covert methods, China’s civilian intelligence service, the Ministry of State Security (MSS),
performs intelligence and counterintelligence operations, including HUMINT and cyber operations
abroad. There are also other state organisations in China that specialise in intelligence and influencing,
including the Chinese Military Intelligence Directorate (MID), the Chinese Ministry of Public Security
(MPS), the International Department of the Communist Party of China (IDCPC), and the United Front
Work Department (UFWD). (Supo 2025) These state agencies also collaborate with public universities
and private companies to support China’s espionage goals. There is no clear boundary between the
public and private sectors in China (Dragonfly Intelligence 2023) and traditional espionage and corporate
espionage are intertwined (Lassila 2024).

Chinese intelligence services perform traditional espionage under diplomatic cover as well as under
various other cover identities, such as businesspeople and academics. Working as a journalist is one of the
typical covers for Chinese intelligence officers (Skén 2024a). They also recruit HUMINT sources which often
takes place through academic or professional channels and among people that have some connections
to China (Dragonfly Intelligence 2023). Chinese nationals abroad are often targeted for intelligence
gathering and recruitment - they can be easy targets for pressure if they intend to return to China or
have family ties there (CSIS 2023). Chinese legislation also requires Chinese citizens and organisations
to support and cooperate with national intelligence efforts (CNA 2023). In addition, China actively uses
social media platforms, particularly LinkedlIn, for intelligence gathering and recruitment. Social media
provides a cheap and easy way to look for and contact suitable targets. Hiding the involvement of Chinese
intelligence services is also easier in social media than in face-to-face contacts (Supo 2025).

Nevertheless, cyber operations are the primary form of espionage in China - for instance, according to
the CSIS survey of Chinese espionage in the USA since 2000, almost half of the cases of Chinese espionage
directed at the USA involved cyber espionage, usually by state-linked actors (CSIS 2023). Achieving cyber
superpower status is an essential part of China's technological development and China's cyber resources
are in a class of their own compared to most Western countries. China's extensive cyber capabilities pose
significant security challenges for the West, as China can exploit themto achieveits political, economicand
military goals. (Supo 2025) Chinese state-sponsored advanced persistent threat (APT)' groups are actively
targeting global critical infrastructure networks, including telecommunications, transport, government
and military infrastructure (Cybersecurity Advisory 2025), which creates possibilities for cyber influencing
(Supo 2025). Chinese state-affiliated cyber actors use a wide range of sophisticated methods, which
they adapt as information security evolves, and are able to quicky exploit the vulnerabilities they find
(Microsoft 2025a). They actively exploit Internet-connected consumer devices that are poorly protected
and also cooperate with Chinese public and non-governmental organisations and private IT companies
in their operations, for instance in vulnerability research, malware creation and systemic intrusion into
consumer devices (Microsoft 2025a; Supo 2025).

1 According to Microsoft, “An advanced persistent threat is a long-term, targeted cyberattack designed to infiltrate an organization and remain hidden for as long as possible”. APT groups are well-funded, skilled and
motivated, and often connected to nation states or criminal networks. (Microsoft 2025b)
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China also performs cyber operations and covert influencing that target political decision-making and
public opinion, trying to undermine democratic institutions, influence matters and regions that are
important for China's interests, and steer the discussion in a favourable direction. China also spies on and
tries to control and pressurise Chinese citizens living abroad, in particular people it considers a threat,
such as dissidents. (Gorera 2025; Microsoft 2025a; Supo 2025) In addition to covert influencing, China uses
political and economic coercion, such as import bans for countries that have taken actions that are seen
to conflict with China’s interests (Sapo 2024). For instance, after the 2010 Nobel Peace Prize was awarded
to Chinese dissident Liu Xiaobo, China imposed restrictions on Norwegian salmon imports (Lewis 2011).
Following the opening of the representation of Taiwan in Vilnius, Lithuania, in 2021, China firstimposed a
customs block on Lithuanian exports. After it had proven ineffective, China imposed informal secondary
sanctions on Lithuania, warning companies buying goods from Lithuania that they could face problems
in their commercial relations with China. (Reynolds & Goodman 2022) China’s influence operations
also reflect its long-term strategy aimed at reshaping the global order, enhancing China’s geopolitical
position, and diminishing Western influence (Microsoft 2025a).

2.2 Russia: Politically-driven, opportunistic strategy

Russia’s espionage supports its geopolitical and strategic objectives, such as succeeding in its war of
aggression against Ukraine, strengthening its own great power position and influence, weakening the
West, and preventing NATO expansion. Russia’s full-scale invasion of Ukraine has had a significant impact
on Russian espionage. The Western sanctions and export restrictions imposed on Russia have limited
Russia’s access to advanced products, technologies and know-how. At the same time, it urgently needs
them to maintain and develop its military and civil industrial capabilities (Sapo 2024).

Russia's ability to influence Europe through overt and conventional channels has also been significantly
reduced by the deterioration of their relations due to the war in Ukraine (Supo 2025). Business
collaborations have largely been suspended, which limits Russia’s possibilities to gather information
and acquire technology and know-how through legal, commercial methods. Unlike China, Russia also
engages less in overt academic partnerships, particularly since many Western universities have cut off
academic cooperation with Russia due to the war in Ukraine, and instead, aims to infiltrate universities
and research institutions to gather information.

Key targets of Russian intelligence are the sectors that are subject to Western sanctions, such as defence,
aerospace and microelectronics. Russia seeks to acquire the needed products, technologies and knowhow
by evading sanctions and export restrictions, and by espionage. As regards circumventing sanctions and
export restrictions, Russia seeks to conceal supply chains by increasing the number of intermediaries
ranging from the EU internal market to third countries, leaving the actual end user unknown (Supo
2025). Russia has succeeded in establishing networks in third countries that it uses to procure advanced
technology and equipment. Russian defence industry procurement networks have been operating
for instance in China, India, and Tiirkiye, in which they have also included companies linked to Russia’s
intelligence services. (Jensen 2024; U.S. Department of the Treasury 2024) The EU’s exports to Central
Asian and Caucasian countries have been growing after Russia invaded Ukraine, which at least partly
reflects the use of these countries to disguise exports actually going to Russia. For instance, the growth
in Finland’s exports to Central Asia has mainly consisted of goods the export of which to Russia is subject
to sanctions. (Lindholm 2024)

Russia’s covert operations in the West are primarily conducted by state intelligence agencies operating
under direct guidance from the Kremlin, especially the military intelligence agency GRU. The foreign
intelligence agency SRV, the Federal Security Service (FSB) and the Main Directorate for Deep Sea Research
(GUGI), operating under the Russian Ministry of Defence, are also involved in covert operations. Russian
intelligence agencies are carrying out espionage, cyber operations, sabotage and influence operations in
the West. (Jones 2025) They are also involved in the procurement of sanctioned Western equipment and
technologies (Roslund & Hanninen 2024).
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Russian HUMINT in Europe has become increasingly difficult since the war in Ukraine. Russian intelligence
officers have mainly been operating under diplomatic cover in Europe, but the expulsion of hundreds
of them from Europe since 2022 has significantly reduced Russia’s espionage capability. This has forced
Russia to resort to other means of operation, such as recruiting intermediaries for intelligence and
sabotage activities. (Edwards & Seidenstein 2025; Supo 2025) These intermediaries include criminals
but also individuals that are motivated by ideology or simply just by money (Jones 2025). Besides that,
Russian intelligence services recruit HUMINT sources, such as officials or politicians, that are rewarded
for gathering information, or may use coercion to get for instance Russians living abroad to cooperate
with them (Mac Dougall & Reid 2023). They also deploy illegals — deep-cover agents living under false
identities — abroad that infiltrate companies, public organisations and research institutions, often posing
as professionals or academics (see e.g. Cecco 2022; Sabbagh 2022).

At the same time, Russia has shifted towards cyber-enabled espionage and influencing in the West (Joint
Cybersecurity Advisory 2025; Supo 2025). Russia has developed its cyber capabilities extensively in
various areas: invested in cybersecurity expertise and the information, communications and technology
sector, and amended legislation to better enable the use of information held by private sector actors for
intelligence and influence. State-controlled media and national communication platforms enable the
spread of propaganda and control of information flows, thus supporting Russian cyber influence. (Supo
2025) Russian cyber operations are conducted by both GRU and SVR cyber units, in particular GRU Unit
26165 (APT28, known as Fancy Bear), GRU Unit 74455 (APT44, known as Sandworm) and SVR unit Cozy
Bear/Nobelium (APT29, also known as the Dukes and Midnight Blizzard). (Jones 2025) In addition to
groups operating under GRU and SRV, there are also cybercriminal and hacktivist groups that are not
directly state-sponsored but more or less approved by the Russian state (Supo 2025), such as the pro-
Russian cybercriminal group NoName057(16) (Europol 2025). Proxies, such as individuals who support
Russia ideologically, are also used in cyber operations. Besides cyber operations aiming at intelligence
gathering, Russian cyberattacks have targeted government agencies, financial services, healthcare sector,
media, and critical infrastructure to cause disruption (Jones 2025; Makinen & Liuhto 2025).

Russian espionage is also part of Russia’s broader hybrid warfare doctrine, which includes disinformation
campaigns, political influence operations, economic, political and diplomatic coercion, cyberattacks
and sabotage. It aims to weaken adversaries without direct military confrontation by causing insecurity,
confusion and discord®’. The GRU leads sabotage campaigns against governmental, industrial,
infrastructure and transportation targets in Europe, and it has also been linked to several assassinations
and their attempts in Europe (Jones 2025). Proxies, such as criminals or ‘gig workers’ recruited in social
media, are often used in carrying out sabotage operations (Richterova et al. 2024; O’Carroll 2025). In
addition, Russian espionage is often paired with information influencing, such as disinformation
campaigns particularly in social media, public opinion manipulation, election interference, and political
destabilisation efforts, through which it seeks to boost pro-Russian candidates in elections, increase
polarisation, divide the EU and NATO, and undermine support for Ukraine (Makinen & Liuhto 2025).

3. Recent cases of Chinese espionage in Europe

3.1 Political and military intelligence gathering

Chinese political and military espionage targets both technologies and knowhow applicable for military
purposes, and sensitive information. A recent case of about how Chinese intelligence had succeeded in
infiltrating the European Parliament via the right-wing party Alternative for Germany (AfD) raised concerns
about Chinese espionage in the EU. In 2025, a former aide of a German AfD politician - who is also under
investigation for taking bribes from China — was convicted to nearly five years in prison for working with
Chinese intelligence. The German politician was a member of the European Parliament (MEP) at the time
of the espionage. According to the court, his former aide had gathered information, transferred sensitive
documents to Chinese authorities and monitored Chinese dissidents living in Europe. In connection to
the same case, a former employee of a German aviation logistics firm was given suspended sentence.
She had provided the former MEP aide with information about aircraft, passengers and cargo, including
shipments of weapons and movements of troops, that was also passed to China. (Connor & Moore 2025;
Kirby & Bell 2025)

2 Russia's hybrid warfare in Europe is not discussed in this report, as we have examined it in more detail in our previous study. Please see Mdkinen & Liuhto (2025) for further information.
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The methods of Chinese political and military espionage consist of both cyber operations and HUMINT.
In 2024, the Dutch intelligence agencies revealed that a Chinese state-sponsored cyber espionage group
had infiltrated a Dutch military network the previous year and placed malware in it (Euractiv 2024). In
Estonia, in turn, a marine scientist from the Tallinn University of Technology was convicted to three yearsin
prison for spying for China in 2021 (BNS 2021). In connection to the same case, an Estonian entrepreneur
received a prison sentence of eight and half years in 2022. She had been charged with cooperating
with China’s military intelligence for several years, her task being to gather information about maritime,
environmental and cyber security issues concerning Estonia and the Baltic Sea and the Arctic regions.
(ERR 2023) According to the verdict, she was, for instance, passing information about Helsinki-Tallinn
tunnel to China (Skon 2024b). The court stated that she had acted as an intermediary for the Chinese
military intelligence in its broader goal to gain access to classified NATO information (ERR 2023).

In 2024, Germany'’s Federal Prosecutor's Office arrested three German nationals for working for the Chinese
intelligence service. Two of them owned a company in Germany through which they had been in contact
with several German universities and established a cooperation agreement with one of them, Chemnitz
University of Technology. Their aim was to transfer knowledge on maritime and dual use technologies
to China. The case drew attention to how foreign intelligence services can exploit academic freedom in
Germany and prompted German officials to urge universities to reassess the risks and benefits of their
collaborations with China. (Der Generalbundesanwalt 2024; Weisskopf 2024)

3.2 Technological espionage: focus on semiconductor technology

The USA has imposed strict restrictions on the export of semiconductor chips, technology, expertise
and manufacturing equipment to China, significantly limiting China's ability to access these crucial
components for its technological development. This has fuelled China's motivation to reduce its
dependence on foreign technology, especially American, and develop its own semiconductor industry.
Besides the efforts to boost its own chip manufacturing capabilities with massive state support
and investments, China has also been circumventing export controls and acquiring semiconductor
companies, purchasing technology, and recruiting expertise abroad. In addition, it has been acquiring
foreign technology through espionage - both by cyber espionage and by recruiting people to spy for
China. (Allen 2023; Shivakumar et al. 2024)

Although Europe is not the key region of the semiconductor industry, it has state-of-the-art expertise
of semiconductor manufacturing and research that has been of interest for the Chinese intelligence. In
Europe, Chinese espionage has particularly targeted Dutch semiconductor companies ASML and NXP.
(O'Connor 2024) Between 2017 and 2020, a Chinese hacking group Chimera infiltrated the networks of
NXP and was able to steal IP, such as chip designs, from the Dutch company. The data breach remained
unnoticed for two and half years until a similar attack was uncovered in a Dutch airline company. (Shilov
2023) ASML, in turn, has been facing thousands of security incidents every year and has therefore
been forced to invest significantly in developing its cyber security and IP protection. According to the
company’s CEO, the US export restrictions and China’s attempts to boost its own semiconductor industry
have increased the risk of IP theft in the company. In 2023, ASML also reported an incident where its
employee in China had stolen technological information from the company. (Gross & Bradshaw 2023)

In addition, research institutes focusing on semiconductor technology have been of interest for Chinese
intelligence. As a result, the Belgian university KU Leuven, hosting the Imec research institute, a global
leader in microelectronics research, has prohibited research collaboration with Chinese universities
that have ties to the country's military and restricted Chinese researchers' access to research projects it
considers to have military applicability. (Haeck 2024) Earlier, a Chinese researcher working at Imec was
also deported suspected of spying by the Belgian authorities (O'Connor 2024).

In an exceptional espionage case in Finland, a retired engineer from Meyer shipyard was charged with
corporate espionage. He had copied very valuable trade secrets while working at the shipyard and later
while working as a consultant for the Royal Caribbean shipping company, and allegedly used them
in his consulting work with a Chinese shipyard. According to the district court’s decision in 2023, his
actions constituted infringement of copyright and trade secrets, and corporate espionage. However, his
criminal liability was not investigated because he died during the legal process. Instead, his estate and
his company were ordered to pay Meyer compensation of five million euros. (Laine 2023; Lehtola 2023)

BSR Policy Briefing 1/2026 8



3.3 Cyber operations: intelligence gathering, influence and control

China uses its cyber capabilities not only for information gathering, but also for political and economic
influence and control both at home and abroad. For example, attacks on Western critical infrastructure
provide opportunities for Chinese cyber influence. (Supo 2025) According to Microsoft, the main targets
of Chinese cyber operations include the ICT sector, government agencies, military and defence sector,
think tanks and NGOs. Geographically, the main focus has been on the USA, the Far East, and Southeast
Asia. (Microsoft 2025a) Taiwan, in particular, has been a regular target of China’s cyberattacks, which it
uses as a tool for economic and political pressure (Lee 2025).

Although Europe is not the main target of Chinese cyber operations, attacks are also constantly directed
there. For instance, in 2022, an US-based cyber security company Cybereason revealed that a Chinese
state-sponsored cyber espionage group Winnti, also known as APT41, had carried out a massive, years-
long cyber espionage campaign against multinational companies in North America, Europe, and Asia.
In addition to stealing IP and sensitive data from technology and manufacturing companies in defence,
energy and pharmaceutical sectors, Winnti hackers gathered information that could be used in future
cyberattacks. (Cybereason Nocturnus 2022; Sganga 2022)

Chinese cyber operations also target governmental agencies and aim to gather intelligence on elections
and influence their outcomes. Chinese cyber operations and influence campaigns aim to weaken
democratic institutions, create divisions, and advance narratives that legitimize its governance model.
(Microsoft 2025a) For instance, a cyberattack against the UK Electoral Commission in 2021, allowing the
attackers to gain access to electoral registers and, hence, personal details of millions of voters in the UK,
has been linked to China (Gregory & Watson 2024). In 2025, the Czech government accused the Chinese
APT31 of a cyberattack targeting one of the unclassified networks of the Czech Ministry of Foreign Affairs
since 2022 (Ministry of Foreign Affairs of the Czech Republic 2025). In 2020, APT31 tried to intrude into
the IT systems of the Finnish parliament (Supo 2021). APT31, associated with the Chinese MSS, has been
linked to thousands of cyberattacks against government agencies, strategically important companies,
and influential people criticizing China and supporting Chinese political dissidents around the world
(Yerushalmy 2024).

4 Recent cases of Russian espionage in Europe

4.1 Gathering political and military information

During the recent years, there have been several espionage cases in Europe involving illegal gathering
of political and military information for Russia. Some of them have also led to long prison sentences. In
Estonia, a Russian professor working at the University of Tartu was arrested for espionage in 2024. He had
been gathering intelligence on Estonia and passing it to Russian intelligence services. (Meduza 2024)
According to the prosecutor of the case, he had been cooperating with the GRU for a long time, and had
been instructed to collect political, security and defence information about Estonia. He was found guilty
for activities against Estonia on behalf of a foreign security service, and sentenced to more than six years
in prison. (Kapo 2024)

In Sweden, in turn, two Iran-born brothers were arrested in 2021 for transmitting classified information to
the GRU for 10 years. One of the brothers had previously worked for Swedish Security Service (Sapo) and
Swedish Military Intelligence and Security Service (MUST), and, according to the court, the intelligence
gathering had taken place during these employments. Both brothers were convicted of aggravated
espionage in 2023, one of them receiving life sentence and the other almost 10 years in prison. (SVT
2023)

Russia has also used illegals in gathering political and military intelligence. In 2022, the Norwegian
domestic security agency exposed a Russian GRU officer who had worked as a researcher at the Arctic
University of Norway in Tromseg with a false Brazilian identity. Before moving to Norway, he had spent
years in Canada, likely building up his cover story. (Cecco 2022) At the University of Tromsg, he had worked
with issues related to security, such as hybrid threats (Eklund 2022). He received charges of gathering
intelligence on behalf of Russia in Norway but was released to Russia in a prisoner swap in 2024 (Murphy
& Khalil 2024).
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In 2022, another Russian GRU officer, also with a Brazilian identity, tried to infiltrate International Criminal
Court (ICC) in the Hague, the Netherlands. When he arrived to the Netherlands to take his position as
an intern in ICC, he was detained by the Dutch immigration officials and expelled to Brazil. At that time,
ICC had started to investigate Russian war crimes in Ukraine, and infiltration attempt was likely aimed at
gathering and possibly destroying information related to the investigation. (Sabbagh 2022) Following his
exposure, the US Federal Police was able to discover and dismantle a whole network of Russian illegals
in Brazil (Pinto 2025).

4.2 Technological espionage to support Russian military capabilities

Russia’s technological espionage is also connected to its political and military goals, as it often seeks to
gain access to products and technologies needed to support its war machine. For instance, in Germany
in 2022, a Russian-born researcher working at the Institute for Materials Research was charged for
cooperating with the SVR and passing it information about aerospace research, in particular rocket
technology (von Hein 2022). He received a one-year suspended sentence for espionage (The Associated
Press 2022).

Asregards evading sanctions to acquire products and technologies, investigative journalists have exposed
several companies operating in Finland, owned by individuals that have Russian background, that have
either directly exported products classified as critical war supplies to Russia or acted as a forwarding
agency between a foreign seller and a Russian buyer in the procurement of these supplies. In addition,
it has been revealed that some of the customers of these companies have had connections to Russia’s
military complex and intelligence agencies FSB and GRU. A few of these companies are also currently
under criminal investigation in Finland. (Roslund & Hanninen 2024) In 2024, a CEO of two companies
received suspended prison sentence for violating sanctions. However, most of the charges against him -
forinstance regarding the export of 3500 drones to Russia — were dismissed. The prosecutor has appealed
the verdict. (Rautio & Salumaki 2024)

In Sweden, a Russian-born businessman was arrested in 2022 for unlawful intelligence activities against
Sweden and the USA (AP 2023). He was accused of running a business to acquire sensitive technology
for the Russian military complex and the GRU for nearly a decade (AFP 2023). According to the charges,
advanced technology subject to export regulations and sanctions, mainly electronic equipment suitable
for nuclear weapons research, was delivered to the Russian military. In 2023, the Stockholm district court
ruled that while it was proven that the defendant had acquired technology from the West and illicitly
exported it to Russia, his actions did not meet the legal definition of espionage, i.e., that the purpose
would have been to collect sensitive information with high security value concerning Sweden and the
USA. The district court's verdict has been appealed. (AFP 2023; Sapo 2024)

Besides being targeted by Chinese espionage, the Dutch semiconductor industry has been at the focus
of Russian intelligence efforts because semiconductors are critical for modern military technology. In
2020, the Dutch officials uncovered an espionage network targeting Dutch companies specialising in
Al, semiconductors and nanotechnology. As a result, two Russian spies acting under diplomatic cover
were expelled from the Netherlands. (BBC 2020) In 2025, a Russian national was sentenced to a jail term
of three years for violating sanctions. He had delivered sensitive information concerning ASML - namely
know-how of how to set up a microchip production line - to Russia. (Kelly 2025)

4.3 Cyber operations: intelligence gathering and disruption

Russia has increased its cyber operations against the West during the war in Ukraine (Joint Cybersecurity
Advisory 2025). According to the Microsoft Digital Defense Report 2025, besides Ukraine that remains the
main target of cyber operations conducted by Russian state-linked actors, the countries most affected
by Russian cyber operations are the NATO member states the USA, the UK, Germany, and Belgium.
According to Microsoft, Russian cyber actors mainly target organisations in NATO countries that have
intelligence value - government organisations, think thanks and NGOs - but cyberattacks against smaller
businesses in countries supporting Ukraine have also slightly increased. (Microsoft 2025a) It seems that
Russia has shifted towards cyber operations, especially after setbacks in traditional HUMINT due to
diplomatic expulsions and consulate closures since the war in Ukraine, but also due to the growing need
for intelligence from NATO member states amid the war.

BSR Policy Briefing 1/2026 10



Cyber espionage groups that are directly linked to the Russian state, such as the GRU unit Fancy Bear,
have increased their espionage, destruction, and influence activities against the West since the start of
the war in Ukraine to support Russia’s military objectives and disturb the aid to Ukraine. In 2025, eleven
Western countries released a statement about how Fancy Bear had carried out over two-year-long cyber
espionage campaign against European and American companies and organisations in defence, logistics
and IT sectors involved in assisting Ukraine. Besides acquiring sensitive information by, for instance,
phishing and malware attacks, the group has been gaining access to public and private Internet-
connected cameras near Ukrainian border crossings to keep track of aid shipments. (Joint Cybersecurity
Advisory 2025)

Besides cyber espionage, Russian hacker groups also carry out cyberattacks, such as denial-of-service
(DoS) attacks that aim to bring down websites by flooding them with internet traffic. Russia has long
enabled cybercrime that targets outside the country and is consistent with its national interests and
foreign policy goals. DoS attacks targeting Western countries by Russian cybercriminal groups and
hacktivists have increased due to the war in Ukraine and heightened geopolitical tensions. (Supo 2025)

For instance, a pro-Russian cybercrime network NoName057(16) has targeted government agencies,
authorities, public services, banks, media outlets, and private companies around Europe with DoS attacks
during the recent years (Yle News 2023; Europol 2025). According to Europol, the unorganised NoName
network includes several thousands of supporters that are involved in DoS attacks and motivated by
pro-Russian ideology and money. The main target of NoName has been Ukraine but they have also been
attacking countries involved in countering Russian aggression against Ukraine. (Europol 2025) A large
international operation by European and American authorities aimed to disrupt the group's activities in
the summer of 2025, but NoName has continued cyberattacks against Ukraine and its supporters also
after that (Sillanpaa 2025). These cyberattacks have often been temporally linked to certain occasions,
such as targeting Finland when it was completing its NATO accession process in 2023 (Yle News 2023),
Switzerland during the Peace Summit for Ukraine in 2024, and the Netherlands during the NATO summit
in 2025 (Eurojust 2025). They are part of Russia’s hybrid warfare tactics aiming to cause political, social
and economic disruption in countries Russia considers unfriendly or hostile, and thus supporting its
broader political and strategic goals (Makinen & Liuhto 2025).

5. Conclusions

5.1 Comparison of Chinese and Russian espionage strategies

China and Russia employ espionage as a strategic tool to advance their national interests, but their
approaches differ. China focuses on a long-term, technology-driven strategy aimed at achieving global
technological and economic dominance, while Russia pursues a politically driven, opportunisticapproach
designed to secure short-term geopolitical leverage and destabilise adversaries.

China’s espionage strategy is deeply rooted in its ambition to become the world’s leading economy
and technological superpower. It targets advanced technologies to accelerate industrial modernization
and self-sufficiency, and to evade export restrictions imposed on it. To achieve these objectives, China
employs both overt and covert methods. Overt channels include business partnerships, acquisitions,
academic exchanges, and talent recruitment programs, while covert operations involve HUMINT and
extensive cyber espionage. China’s cyber capabilities are among the most advanced globally, enabling
large-scale intrusions into critical infrastructure and facilitating influence campaigns. In addition to
technological acquisition, China uses political and economic coercion and covert influence operations
to diminish Western influence and strengthen its global position. Its centrally-led intelligence apparatus,
including the MSS and other agencies, works closely with universities and private companies, blurring
the line between state and corporate espionage.

Russia’s espionage strategy is primarily shaped by its geopolitical objectives, such as supporting its
war in Ukraine, weakening Western unity, and preventing NATO expansion. Unlike China, Russia has
limited access to overt channels due to sanctions and diplomatic isolation, forcing it to rely heavily on
covert operations. These include HUMINT, covert procurement networks, sabotage, and cyber-enabled
espionage conducted by agencies such as the GRU, SVR, and FSB. Russian cyber units and hacktivist
groups play a central role in intelligence gathering and disruptive operations. Espionage is integrated
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into Russia’s broader hybrid warfare doctrine to destabilise adversaries and advance its strategic interests.
Despite facing operational challenges in Europe due to the expulsion of diplomats, Russia continues to
exploit intermediaries, criminal networks, and ideological proxies to maintain its espionage capabilities.
The comparison of Chinese and Russian espionage is summarized in the following table.

Table 1. Comparison of Chinese and Russian espionage

Dimension China Russia
Strategic goal «  Global technological and economic «  Support geopolitical objectives
dominance «  Weaken and divide the West
«  Reshape world order
Primary focus «  Technology acquisition - Sanctioned sectors and political influence
Overt methods «  Business and academia «  Severely limited post-Ukraine war
Covert methods «  MSS-led HUMINT - GRU, SVR, and FSB-led HUMINT
«  Cyber operations «  Use of proxies
Economic and political influence and «  Cyber operations
coercion «  Covert procurement networks
Pressure on nationals abroad - Disinformation and sabotage
Key strengths «  Global technological reach «  Hybrid warfare expertise
«  Cyber capabilities «  Sabotage operations
« Integration of state and private sectors «  Disinformation campaigns for polarisation
Key weaknesses «  Vulnerable to export restrictions and «  Reduced overt and covert channels due
technology bans to sanctions and expulsions

5.2 Implications of Chinese and Russian espionage for European security

European countries face growing threats from Chinese and Russian espionage. Both China and Russia
target sectors essential for national security — such as critical infrastructure and defence. China’s focus
on acquiring advanced technologies undermines Europe’s ability to maintain leadership in strategic
industries and its strive for global technological dominance threatens the EU’s goal to achieve strategic
autonomy. Meanwhile, Russia’s goal to advance its geopolitical interests by integrating espionage and
hybrid warfare tactics challenges European unity and its support for Ukraine. Russia’s sanctions evasion
networks and China’s covert acquisitions expose Europe to risks of technology leakage, and IP theft and
infiltration of research institutions may weaken innovation and competitiveness.

Both states utilise cyber operations and deploy APT groups capable of long-term infiltration into
public and private systems. These cyber operations not only steal data but also create opportunities
for sabotage. China also uses economic leverage—such as trade restrictions and informal sanctions—
to punish countries that oppose its interests, which creates pressure on states to align with Chinese
policies. Russian hybrid warfare, in turn, combines espionage and cyber operations with disinformation
campaigns, election interference, and sabotage, threatening to destabilise and polarise European
societies and weaken EU and NATO cohesion.

Hence, Chinese and Russian espionage requires a comprehensive and coordinated response from
Europe. To mitigate these risks, governments and organisations should adopt a comprehensive strategy
that combines political, societal, technological, and legal measures. Strengthening cybersecurity in both
public and private sectors, enhancing counterintelligence capabilities, securing supply chains, limiting
opportunities to evade sanctions and export restrictions, and promoting international cooperation and
information sharing are key priorities. Increasing public awareness on espionage and foreign influence,
and strengthening media literacy and digital skills improve citizens' abilities to identify disinformation
and combat information influence. Developing legal frameworks to address emerging espionage and
hybrid threats will further reduce vulnerabilities and improve resilience.
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“US FDI in the Baltic Sea region: The state of American investment and selected challenges” by
Kalman Kalotay

“Germany and the Baltic Sea region: political and security interests” by Tobias Etzold

“Government support for the Russian shipbuilding industry: Policy priorities and budgetary
allocations” by Elena Efimova and Sergei Sutyrin
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"On the paradoxes of foreign expansion: the experience of Polish firms” by Piotr Trgpczynski and
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"The bioeconomy in the Baltic Sea region” by Anna Berlina

"Russia vis-a-vis Ukraine: On Some Economic Costs” by Sergey Kulik

"Chinese Direct Investment in the Baltic Sea Region” by Jean-Marc F. Blanchard
"The economic impact of China on the Baltic Sea region” by Jean-Paul Larcon

"National innovation and smart specialisation governance in the Baltic Sea region” edited by
Zane Sime

"The economic state of the Baltic Sea region” edited by Kari Liuhto

"Russia’s foreign relations and the Baltic Sea region” by Sergey Kulik
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"Poland and Russia in the Baltic Sea Region: doomed for the confrontation?” by Adam Balcer
"Energy security in Kaliningrad and geopolitics” by Artur Usanov and Alexander Kharin
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security policy in the Baltic” by Bo Osterlund
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